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AGENDA

• COURSES YOU NEED TO TAKE

• QUICK REVIEW OF THE PRIME DD FORM 254

• TIPS FOR SUCCESS

• ISSUE THE “FLOW DOWN“ DD FORM 254



Rusty Jones

“Completing the DD 254 is an Art, not a Science”

Rusty Jones



COURSES TO TAKE

• Acquisitions and Contracting Basics in the NISP 
(IS123.16)

• Business Structures in the NISP (IS051.1)
• Preparing the DD Form 254 (IS128.16)
• Contracting for the Rest of Us (DAU-CLC011.16)



A completed DD 254, with its attachments and incorporated references, is the principal 
authorized means for providing security classification guidance and the requirements 

to the contractor with the associated contract or agreement that requires access to 
classified information.

Excerpt from the Instructions for Completing DD Form 254

REASONS TO REVIEW THE PRIME DD FORM 254

• SECURITY REQUIREMENTS AND CLASSIFICATION GUIDANCE TO A 
CONTRACTOR.  

• ENSURE THE DD 254 MATCHES:
– PERFORMANCE WORK STATEMENT (PWS)/STATEMENT OF WORK (SOW)
– CONTRACT 

• ISSUES BE TAKEN UP WITH THE CERTIFYING AUTHORITY IN BLOCK 17



DD 254 CONTRACT

YOU NEED THREE DOCUMENTS

STATEMENT OF WORK 
(SOW) /

PERFORMANCE WORK 
STATEMENT (PWS)
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(U) SECURITY

(U) Security will be in accordance with the attached DD254. Contractor personnel supporting this task 
must be cleared at the SECRET level prior to the start of the task.

(U) The Contractor shall immediately notify the Government Representative of any security incident 
and/or any indication of a potential unauthorized disclosure or compromise of classified or sensitive 
unclassified information.

(U) Contractor will be required to submit application and training certificate for access to NIPRNET and 
SIPRNET workstations.

(U) Contractor must be able to obtain personal and vehicle access to military installations. Contractor is 
responsible for coordinating all necessary access through the local Military Pass and ID Office.

YOU NEED THREE DOCUMENTS



DD 254 CONTRACT
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TIPS FOR SUCCESS
• Get to know your Industrial Security Office

• Tell them what you are going to do
– Any changes for subcontractors

• Ask for a draft copy of the Prime DD 254
– You can modify quickly for Subcontract DD 254

• BE RESPONSIVE!
– In the Navy, a man overboard is soon long gone!



ISSUING THE FLOW-DOWN DD FORM 254
•Convey security requirements, classification guidance 
and provide handling procedures for classified material 
received and/or generated in a classified contract to 
subcontractors.

•The FSO should review/prepare the following prior to 
issuing a subcontract DD 254:
–Prime DD 254
–DRAFT subcontract DD 254 (GCA may edit)
–NISS REPORT 



PRIME DD 254
NISS FCL REPORT

YOU NEED THREE DOCUMENTS

DRAFT SUB DD 254

ACME, INC.
1234 MIDWAY
TAMPA, FL 33602



Ensure that the OMB 
approval is current and 
the proper edition (April 
2018) of the DD254 is 
utilized.

Review the classification/handling instructions for the 
DD254 to ensure you handle/store it properly. The overall 
classification of the DD254 itself is located at the top and 
bottom of the page. (This does not reflect the classification of 
the contract – that is indicated in Blocks 1a and 1b.)



Block 1a. Ensure your company meets the requirement. If 
not, contact the POC for the DD254 immediately and 
ensure it is correct. If it is, contact your DCSA ISR 
immediately for assistance in upgrading your FCL.

The field should reflect either CONFIDENTIAL, SECRET, or 
TOP SECRET only.

Block 1b. Ensure your company meets the requirement for 
safeguarding. If not, contact your ISR immediately for 

assistance in upgrading your FCL to safeguarding. The level 
of storage required here cannot be higher than the level 

specified in Block 1a
If different for the subcontractor, discuss with GOV 

Industrial Security Office (ISR).

NOTE: YOU CANNOT CHECK MORE THAN AUTHORIZED IN THE PRIME DD 254.



Blocks 3a-3c. Check the date to ensure it 
is correct. There should be an “X” in the 

first column of the appropriate 
specification:  

If it is a new DD254 (original), the “X” 
should be in the box to the left of Block 

3a with the corresponding date.  
If the DD254 has been “revised”, the “X” 

should be to the left of Block 3b, there 
should be a revision number, and the 
revision date should be entered into 

Block 3b.
If this is a final DD254, the “X” should be 
to the left of Block 3c, and the final date 

should be entered into Block 3c.

ALL DATES ARE FOR THE SUB DD 254

Blocks 2a-2c. Verify with your contracting officer that the 
prime contract number, subcontract number, and/or 
solicitation or other number is correct.
If this is a subcontract, the prime number must be listed in 
Block 2a (TO INCLUDE THE REVISION NUMBER) and the 
subcontract number must be entered into Block 2b.



Block 4. A follow-on contract is a contract that is awarded to the same 
contractor or subcontractor for the same item or services as a preceding 
contract. If you have a follow-on contract, Block 4 should be marked “yes”, 
and the preceding contracting contract number should be provided. The 
“yes” in this block also authorized the contractor or subcontractor to transfer 
material received or generated under the preceding contract to the new 
contract. 
The details of the material being transferred should be reflected in Item 13 of 
the DD254.

Block 5. A Final DD254 is used only if the contractor 
requests the right to retain any project related 
documents beyond the NISPOM permitted 
timeframe.  If this is a final DD254, Block 5 should be 
marked “yes” and the date of the contractor’s 
request for retention period should be entered, as 
well as the date the material can be retained 
through.



Block 6a. The prime’s official name and 
physical address should be used.

Block 6b. The prime’s CAGE Code should be 
included.

Block 6c. The prime’s DCSA Field Office 
should be indicated.



Block 7a. If there is a subcontractor, the 
subcontractor’s official name and physical 
address should be used. Block 7b. The subcontractor’s CAGE Code 

should be included.

Block 7c. The subcontractor’s DCSA Field 
Office should be indicated.

Hint: To add additional rows to 
Block 7, click “Add Row”. 
Removing the last row and 
deleting all rows is irreversible!

NOTE: YOU CAN LIST ALL THE SUBCONTRACTORS IN BLOCK 7
 BUT YOU MUST ISSUE EACH ONE A SEPARATE DD 254.



Block 8a. If the work is to be performed at a 
location other than the one specified in 
Blocks 6a or 7a, the location where the 
work will be performed should be entered 
here. If there is more than one location, 
they should be entered here (or in Block 
13).

Block 8b. The CAGE Code should be 
included here for any performance 

locations, unless the entries were included 
in Block 13.

Block 8c. Each performance location’s DCSA 
Field Office should be indicated here, unless 

the entries were included in Block 13.

NOTE: ONLY LIST THE PERFORMANCE LOCATIONS FOR THE 
SUBCONTRACTOR HERE AND ANY SCI PERFORMANCE LOCATIONS IN THE 

SCI ADDENDUM.

Hint: To add additional rows to 
Block 7, click “Add Row”. 

Removing the last row and 
deleting all rows is irreversible!



Block 9. A short, concise, and unclassified description of the 
contract should be entered here.  Enough detail should be 
provided to give an adequate picture of the contract. 

Blocks 10a-10k. If there is an “X” adjacent to any of these 
items, it means there are accesses your company is 

authorized access to and your employees will need to be 
read in to, regardless of where the access will occur. 

Additionally, each one that has an “X” should be 
discussed in Block 13 of the DD254 to provide 

parameters for access. If the information is not included, 
or you need further explanation, contact the official 

listed in Block 17.

NOTE: REMEMBER NOT MORE THAN 
AUTHORIZED IN THE PRIME DD 254.

COPY FROM THE PRIME DD 254



Blocks 11a-11m. If there is an “X” adjacent to any of these items, it means there are 
additional requirements on the contract. Additionally, each one that has an “X” should be 
discussed in Block 13 of the DD254 to provide additional explanation and requirements. If 
the information is not included, or you need further information, contact the official 
indicated in Block 17.

NOTE:  YOU CAN CHECK LESS BUT NOT MORE THAN AUTHORIZED IN THE PRIME DD 254. IF 
THERE ARE DIFFERENCES FOR THE SUBCONTRACTOR, TALK WITH YOUR GOV ISR.



Block 12*. All contractors are responsible for obtaining approval from their GCA prior to the 
release of any information received or generated under the contract, except for certain types of 
information authorized by the NISPOM. The public release instructions for this contract are 
included in Block 12 as required to direct you to the appropriate GCA office with public release 
authority, should you need it.

* This Block is Mandatory!



Block 13. This section is used to expand or to explain information referenced in other sections of the DD254. Information such as additional 
places of job performance from Block 8 and details for anything marked with an “X” in Bocks 10 and/or 11 are discussed in this section. It may 
also explain anything unclear, confusing, or particularly important. It may be used to provide contact information and signatures for people 
such as the contracting officer, program manager and/or security officer. Additional pages may have been used so be sure to read the entire 
document.
Often the contract expiration date is entered here. Additionally, if SCI has been checked for the contract (Block 10e(1)), there should be an SCI 
addendum attached to the DD254 and/or as part of block 13 to provide guidance on clearance processing and unique program-specific SCI 
guidance. ADJUST SCI BILLETS FOR THE SUBCONTRACTOR. If anything is missing or seems incomplete or unclear, reach out to the individual in 
Block 17 for supplemental/missing information and/or clarification.

Be sure to click “Show 
Attachment Bar” as there 

may be supplements 
attached.

Tip: Use these buttons to 
add/remove signatures.



Government Contracting Agency (GCA) Approval

6.3. SECURITY CLASSIFICATION GUIDANCE. 
e. The GCA will provide guidance to the prime contractor for 
subcontracting. Unless the GCA provides specific 
contractual direction to the contrary (e.g., access to CNWDI 
or intelligence information) or DoD 5220.22-M includes a 
specific requirement, the prime contractor has authority to 
sign the DD Form 254 for subcontracts. 

DOD MANUAL 5220.22, VOLUME 2 
NATIONAL INDUSTRIAL SECURITY PROGRAM: INDUSTRIAL SECURITY PROCEDURES FOR GOVERNMENT 
ACTIVITIES, August 1, 2018 Change 1, September 30, 2020



COMSEC (Ref: 32 CFR 117.21(h))
Subcontracts requiring the disclosure of classified COMSEC information will be awarded only upon the written approval 
of the GCA.

CNWDI (Ref: 32 CFR 117.20(d))
Contractors will not disclose CNWDI to subcontractors without the prior written approval of the GCA. This approval 
may be included in a contract security classification specification, or equivalent, other contract-related document, or 
by separate correspondence.

NATO (Ref 32 CFR 117.19(g)(9))
The contractor will obtain prior written approval from the NATO contracting activity and a NATO FSCC must be issued 
prior to awarding the subcontract. The contractor will forward the request for approval through the CSA.

GCA Clause in Block 13 (Ref 32 CFR 117.17) Subcontracting/flow-down of this effort requires a Subcontract/Flow-Down 
DD FM 254.  Subcontract/Flow-Down DD FM 254 must be approved by HQ USSOCOM prior to award.  Forward 
requests and draft Subcontract DD FM 254s to the Contracting Officer’s Representative/Program Manager and 
USSOCOM Industrial Security (IndustrialSecurity@socom.mil).  IAW USSOCOM R 380-9, Industrial Security, please allow 
10 duty days for review/approval.

GCA APPROVAL



COPY FROM THE PRIME DD 254

BLOCK 13 SIGNATURES



Block 14. This section is completed whenever there are security requirements in addition 
to the requirements of the NISPOM or its supplements.

COPY FROM THE PRIME DD 254



Block 15. This section is used to indicate contract or portion of a contract that is “carved out” of DCSA’s inspection 
purview. It must identify the cognizant security authority if not DCSA. Notify your DCSA ISR of any “carve outs” 
discussed here.  Generally, Block 15 is checked when SCI and/or SAPs are involved or when the contractor facility 
is operating on a military installation and the installation commander has elected to retain security cognizance.

COPY FROM THE PRIME DD 254



Block 16. This section indicates the government 
contracting authority (customer) and provides a point 

of contact.

Block 17. This section should be completed by the FSO 
to indicate prime contractor’s certifying authority and 

provides a point of contact.

Block 18. This section indicates what organizations and 
entities should receive a copy of the DD254.

Check Block 18b. SUBCONTRACTOR

COPY FROM THE PRIME DD 254



ISSUE THE “FLOW-DOWN” DD FORM 254

• Distribute as checked in Block 18

• Add under SUBCONTRACTS
in NISS



SUMMARY

• Courses you need to take

• Quick Review of the Prime DD Form 254

• Tips for Success

• Issue the “Flow Down“ DD Form 254



THANK YOU!

Does anyone have any questions?

RUSSELL “RUSTY” C. JONES, ISP®/SFPC/PSC
russell.jones@lukos.com

(813) 720-3800



SCENARIO – SUBCONTRACTOR IS PART OF THE COMPANY

“What if another business unit in our company needs to work on the contract?”

Multiple Facility Organization (MFO)
• “Flow Down” to a subordinate without a DD Form 254
•  DD 441-1 in place with performance locations  
    (Safeguarding)

Wholly-Owned Subsidiary
• Treated as a separate legal entity
• Requires a DD Form 254

32 CFR §117.9 Entity eligibility determination for access to classified information (i)(j)



SCENARIO – DIFFERENT SUBCONTRACTOR REQUIREMENTS
“What if I have a subcontractor that needs safeguarding, but I don’t have it on 
my DD 254?”

– Coordinate with your Government IS office
• Put this comment in PRIME Block 13:

EXAMPLE - Ref 8,  ACME. (CAGE Code 4U2C3):   The contractor requires access to classified 
source data up to and including TOP SECRET at U.S. Government facilities and SECRET at 
contractor facilities in support of the work effort.  Contractor will reference the appropriate security 
classification guidance when generating or deriving classified material or hardware. All classified 
information received or generated will be properly stored and handled according to the markings on 
the material. All classified information received or generated is the property of the U.S. Government. 
At the termination or expiration of this contract, the U.S. Government will be contacted for proper 
disposition instructions.  Please include this guidance to Item 13, Ref 11c on the associated 
Subcontract/Flow-down DD FM 254.  Items 1b and 11c must be selected on associated 
Subcontract DD FM 254s as required. 

– Then issue the Subcontract DD Form 254



SCENARIO –SPONSORING A FACILITY CLEARANCE (FCL)

“What if I have a subcontractor that needs a facility clearance (FCL)? 
How do I sponsor them?”

– Coordinate with your Government IS office
– Put this comment in the SUBCONTRACT Block 9:

******************************************************************************************************
THIS DD FORM 254 IS TENTATIVELY APPROVED PENDING FACILITY CLEARANCE 
(FCL).  Upon Defense Counterintelligence & Security Agency approval of FCL, but prior to 
award and any classified release, this DD Form 254 will be submitted to U.S. Special 
Operations Command Industrial Security for final review and approval.
*******************************************************************************************************
– Submit to the GCA for approval (if required)
– Submit in NISS
– Once the FCL is approved, issue a new DD 254
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